Dynamic VLANs in tunnel mode

1. Introduction & operation

In most WLAN systems, each WLAN has a static policy that applies to all clients associated with a Service
Set Identifier (SSID), or WLAN in the controller terminology. Although powerful, this method has
limitations because it requires clients to associate with different SSIDs in order to inherit different QoS
and security policies.

However, the Fortinet WLAN solution supports identity networking. This allows the network to advertise
a single SSID, but allows specific users to inherit different QoS or security policies based on the user
credential.

Dynamic VLAN assignment is one such feature that places a wireless user into a specific VLAN based on
the credentials supplied by the user. This task of assigning users to a specific VLAN is handled by a
RADIUS authentication server, such as FreeRadius or NPS server. This can be used, for example, to allow
the wireless host to remain on the same VLAN as it moves within a campus network.

Therefore, when a client attempts to associate to a FortiAP registered with a controller, the FortiAP
passes the credentials of the user to the RADIUS server for validation. Once the authentication is
successful, the RADIUS server passes certain Internet Engineering Task Force (IETF) attributes to the
user. These RADIUS attributes decide the VLAN ID that should be assigned to the wireless client. The
SSID of the client does not matter because the user is always assigned to this predetermined VLAN ID.

The RADIUS user attributes used for the VLAN ID assignment are:
IETF 64 (Tunnel Type)—Set this to VLAN.

IETF 65 (Tunnel Medium Type)—Set this to 802

IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

If dynamic-vlan is not enabled, all clients' traffic will use SSID's default vlan id.

If dynamic-vlan is enabled and a vlan id is configured on the radius server, the client will use the vlan id
stored on the radius server; if not, it will use the SSID's default vlan id.

This feature is mainly implemented on the FortiAP. A combo command "cw_diag show wllbr" is provided
to dump vlan info on the FortiAP.
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3. Configuring FortiGate unit

Connect the FortiAP to the FortiGate unit and go to Wifi Controller > Managed Access Points > Managed
FortiAP and authorize the FortiAP

|4 Edit il Delete D Refresh Display By @ AP () Radio  Managed FortiAPs
A O  ssis
[ Sodi adio 1: Radio 1: 1
- FAP2283U11024253 192.168.1.112 @ Authorize ‘"ammi,‘_, = ! Forti = ndio 2: 6 e FAP228-v5.0-build045
Q
() Restart
D Refresh
@& Upgrade
Assign Profile b

Go to User & Device > Authentication > RADIUS Server and create new



Edit RADIUS Server

Name My_Radius_Server
Primary Server Name/IP 192.168.1.114
prlmary Server Secret S0000000000000 Test

Secondary Server Name/IP
Secondary Server Secret ‘ Test

Authentication Scheme @ Use Default Authentication Scheme
(© Specify Authentication Protocol
PAP -
NAS IP/Called Station ID
Include in every User Group [_| Enable

| OK | Cancel |

Go to WiFi Controller > WiFi Network > SSID and create new



Name Dynamic-VLAN
Type WiFi SSID
Traffic Mode Tunnel to Wireless Controller
IP/Network Mask 172.16.30.1/255.255.255.0
IPv6 Address ::/0
Administrative Access HTTPS PING HTTP FMG-Access
SSH SNMP TELNET FCT-Access
IPv6 Administrative Access HTTPS PING HTTP FMG-Access
SSH SNMP TELNET
DHCP Server Enable
WiFi Settings
SSID Dynamic_VLAN_SSID_tunne
Security Mode WPA/WPA2-Enterprise v
Data Encryption Q@ AES TKIP TKIP-AES
Authentication @ RADIUS Server Usergroup
My_Radius_Server v

Block Intra-SSID Traffic

Maximum Clients

Device Management

Detect and Identify Devices

Enable Explicit Web Proxy

Listen for RADIUS Accounting Messages

Secondary IP Address

Comments Write a comment 0/255

Administrative Status @ O Up © Down

OK Cancel

From CLI, you need to enable dynamic-vlan and optionally set a default vlanid

If dynamic-vlan is not enabled, all clients' traffic will use SSID's default vlan id which is 1.



Go to WiFi Controller > WiFi Network > Custom AP profile and create new and select
“Dynamic_VLAN_SSID_tunnel_mode” under radio 1 and radio 2

Edit Custom AP Profile

Name My_Profile

Comments \yrite 5 comment... 0/255

Platform FAP220B/FAP221B -

¥ Radio 1
Mode () Disable @ Access Point () Dedicated Monitor
Background Scan ©@ Disable ) Enable
WIDS Profile -
Radio Resource Provision [
Client Load Balancing [7] Frequency Handoff [] AP Handoff
Band 802.11an_5G ~
20/40 MHz Channel Width [
Channel 36 40 44 48 149 153 157 161 165
Auto TX Power Control @ Disable ) Enable
GO |
100 %
SSID Available Selected

Dynamic_VLAN_SSID -
FortiDocs2
fortinet.mesh.root (Mesk @

Go to Wifi Controller > Managed Access Points > Managed FortiAP and edit the FortiAP and assign
“My_Profile” under Wireless Settings > AP Profile



Edit Managed Access Point

Serial Number
Name

Description
Managed AP Status
Status

Connected Via

Base MAC Address
Join Time

Clients

FortiAP OS Version
State

Wireless Settings
AP Profile
Radio 1
Mode
Band
Channe
Radio 2
Mode
Band
Channe

FAP22B3U11024253

[Change]

Online

Ethernet (192.168.1.112)
00:09:0f:6d:6d:30
07/12/13 10:25

2

FAP22B-v5.0-build045 [Upgrade]
Authorized | Deauthorize Restart

My_Profile [Change]

Access Point
802.11an_5G
36, 40, 44, 48, 149, 153, 157, 161, 165

Access Point
802.11bgn_2.4G
1,6,11

From CLI, create vlan-10 and vlan-20 under “Dynamic-VLAN” interface

OK

Cancel




Then go to System > Network > Interface and enable DHCP server on vlan-10 and vlan-20



Edit Interface

Name
Type
Interface

VLAN ID

Addressing mode
IP/Network Mask
IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server

P Advanced...

Security Mode

Device Management

Detect and Identify Devices

Enable Explicit Web Proxy
Listen for RADIUS Accounting Messages
Secondary IP Address

Comments

Administrative Status

vlan10

VLAN
Dynamic-VLAN
10

@ Manual ¢ DHCP ) PPPoE

172.16.10.1/255.255.255.0
]

[[] HTTPS [[] PING [ HTTP  [[] FMG-Access [[] CAPWAP

[7] ssH [ SNMP  [T] TELNET [[] FCT-Access

[ HTTPS [7] PING [7] HTTP [7] FMG-Access [] CAPWAP
[F] ssH [] sSNMP  [T] TELNET

Enable

) Create New

172.16.10.2 172.16.10.254

255.255.255.0
@ Same as Interface IP ) Specify

@ Same as System DNS () Specify

None v

(]

]
(]
(]

Write a comment... 0/255

@ O Up © © Down

oK (|

Cancel




Edit Interface

Name
Type
Interface

VLAN ID

Addressing mode
IP/Network Mask
IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server
Address Range

Netmask
Default Gateway
DNS Server

P Advanced...
Security Mode

Device Management

Detect and Identify Devices

Enable Explicit Web Proxy
Listen for RADIUS Accounting Messages
Secondary IP Address

Comments

Administrative Status

vlan20

VLAN
Dynamic-VLAN
20

@ Manual @) DHCP ) PPPoE
172.16.20.1/255.255.255.0
::/0

[[] HTTPS [[] PING [[] HTTP  [[] FMG-Access [[| CAPWAP

[7] ssH [7] SNMP  [T] TELNET [] FCT-Access

[7] HTTPS [] PING [7] HTTP [7] FMG-Access [| CAPWAP
[7] ssH [ sNMP  [T] TELNET

Enable

) Create New

172.16.20.2 172.16.20.254

255.255.255.0
@ Same as Interface IP () Specify

@ Same as System DNS () Specify

None v

@

(]
(]
(=]

Write a comment... 0/255

@ © Up © © Down

OK (| Cancel |

Go to Policy > Policy > Policy and create two security policies allowing outbound traffic from vlan-10 and

vlan-20 respectively



Policy Type @ Firewall ©) SSL-VPN

Policy Subtype @ Address () User Identity () Device Identity
Incoming Interface vlan10 v
Source Address =] all v
Qutgoing Interface wanl v
Destination Address £ all v
Schedule [T always -
Service 2 ALL v
Action v ACCEPT e

Enable NAT
@ Use Destination Interface Address [ Fixed Port
() Use Dynamic IP Pool Click to add...
() Use Central NAT Table
Logging Options
No Log
Log Security Events

@ Log all Sessions



Policy Type @ Firewall ©) SSL-VPN

Policy Subtype @ Address () User Identity () Device Identity
Incoming Interface vlan20 v
Source Address = all v
Qutgoing Interface wani v
Destination Address = all v
Schedule [T always -
Service 7 ALL v
Action v ACCEPT -

Enable NAT
@ Use Destination Interface Address [ | Fixed Port
) Use Dynamic IP Pool Click to add...
) Use Central NAT Table

Logging Options
No Log
Log Security Events

@ Log all Sessions

4. Configuring Radius server

NPS on windows server 2008 is used for this example. Open Server Manager and create new RADIUS
Client



E., Server Manager

File Action View Help

A 7

ii Server Manager {WINSERVER2008
=] _-fp Roles
'i% Active Directory Certificate
=% Active Directory Domain Se
DMS Server
2 File Services
= 3 Network Policy and Access
= € NPS (Local)
[= || RADIUS Clients anc
5 RADIUS Clients
3 Remote RADILL
[ Policies
|| Connection Rec
| Network Policie:
| Health Policies
W, Network Access Prc
B, Accounting
5 web Server (I15)
i Features
Diagnostics
_i’ﬂ Configuration
&3 Storage

=

=

-
RADIUS Clients

i' RADIUS clients allow you to specify the network access servers, that provide access to your network.
[

Friendly Name I IP Address I Device Manufaclurerl NAP-CapabIeI Status
My_Radius_Server 192.168.1.0/24 RADIUS Standard No Enabled

My_Radius_Server Properties m I

Settings I

[V Enable this RADIUS client

Friendly name:
|My_Radius_Server

Address (IP or DNS):
|192.168.1.0/24 Werify... |

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client vendor
from the list.

Yendor name: IHADIUS Standard EI

To manually type a shared secret, click Manual. To automatically generate a shared secret,
click Generate. You must configure the BADIUS client with the same shared secret entered
here. Shared secrets are case-sensitive.

" Manual " Generate
Shared secret: |ouooooo
Confirm shared secret: |uuoooo

™ Access-Request messages must contain the Message-Authenticator attribute

[~ RADIUS client is NAP-capable

| oK I Cancel Apply

Then create two network policies, one for TechDoc user group and the other for Marketing user group.

Set TechDoc user group to use Vlan 20 and Marketing user group to use Vlan 10



echdoc Properties X

Overview I Conditionsl Conslraintsl Sellingsl

Policy name: I

— Paolicy State
If enabled, NPS evaluates this policy while performing authorization. If disabled, NPS does not evaluate this policy.

IV Policy enabled

— Access Permission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. What is access permission?

% Grant access. Grant access if the connection request matches this policy.
" Deny access. Deny access if the connection request matches this policy.

™ lgnore user account dial-in properties.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with network policy only; do not evaluate the dial-in properties of user accounts .

— Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Vendor specific.

¢ Type of network access server:

I Unspecified ZI

" Vendor specific:

10 =

| 0K I Cancel Apply




Techdoc Properties E3

Overview Conditions I Constrainlsl Sellingsl
Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. |f conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

l Condition l Value
2, User Groups FORTIDOCS\TechDoc

Condition description:
The User Groups condition specifies that the connecting user must belong to one of the selected aroups.

add. | Edt. | Remove |

| 0K I Cancel | Apply |




Techdoc Propetrties [ X|

Overview | Conditions Constraints ISettingsI

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:
LConstraints Allow access only to those clients that authenticate with the specified methods.
n Methods
0%, Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are
listed.

'.i-é Session Timeout

EAP Types:
B;] Called Station ID i

Microsoft: Protected EAP [PEAP)

&5 Day and time restrictions

5 NAS Part Type

Move Down

< | ©

Add... l Edit... Hemove |

Less secure authentication methods:
V' Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
™ User can change password after it has expired
V' Microsoft Encrypted Authentication (MS-CHAP)
™ User can change password after it has expired
V' Encrypted authentication (CHAP)
V' Urenciypted authentication (PAP, SPAP)
[ &llow clients to connect without negotiating an authentication method
™ Perform machine health check only

0K I Cancel Apply




Techdoc Properties B3 I

Overview | Conditions | Constraints ~ Settings I

Configure the settings for this network policy.

If conditions and constraints match the connection request and the policy arants access, settings are applied.

Settings:
BADIUS Attributes To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and

then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
= your RADIUS client documentation for required attributes.
Vendor Specific
Network Access Protection
N&P Enf t
5 niereemen Attributes:
18 Extended State e l Value I
Routing and Remote Access Framed-Protocol PPP
oy Multiink and Bandwidth Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical for...
Allocation Protocol (BAP) Tunnel-Pvt-Group-ID 20
Tunnel-Type Virtual LANs [VLAN)
¥ IP Filters
£ Encryption
oy IP Settings
Add... Edit... Femove
| 0K I Cancel Spply
[ = [ #[m]
i Server Manager (WINSERVER2008) Network Policies

= 3 Roles
Active Directory Certificate Services
Active Directory Domain Services
DNS Server

* Network policies allow you to designate who is authorized to connect to the network and the circumstances under which |

&2 File Services Policy Name | Status | Processing Order | Access Type | Source
B 5 Network PO"QI and Access Services @ Marketing Enabled 1 Grant Access  Unspecified
= Tsé:c;au)s Clients and Servers @ Techdoc Enabled 2 Grant Access  Unspecified
= =/ Policies | Secure Wireless Connections Enabled 3 Grant Access  Unspecified
- =] Connection Request Policies | NAP DHCP Compliant Enabled 4 Grant Access  DHCP Server
= k Policies _ﬁ' N&P DHCP Noncompliant Enabled 5 Grant &ccess DHCP Server



5. Result

Users scan for available SSID and connect to “Dynamic_VLAN_SSID_tunnel_mode” using their
credentials

Enter the password for “Dynamic_VLAN_SSID”
Enter Password

Username twhite

Password eeeeeeeee




Ceriicae

WMSvc-WINSERVER2008

Not Verified

Description Server Authentication
Expires 2022-10-30 7:21:15 AM

More Details

Based on the credential provided, a vlan 10 will be assigned to the Marketing user group and a vlan 20
to TechDoc user group

D Refresh
Dynamic_VLAN_SSID_tunnel_mode FAP22B3U11024253 (2) [ jsmith 172.16.10.3 [g 70:f9:27:d7:22:d3  Pass
Dynamic_VLAN_SSID_tunnel_mode FAP22B3U11024253 (1) [ twhite 172.16.20.2 [q 84:29:

¥ Bandwidth Tx/Rx Y Signal Strength/Noise| T Signal Strength| T Association Time|
6

12.58 Kbps 1 40 dB jcoeeee] 11:06:35
Pass 149 1004.69 Kbps ) 33dB coecel 11:00:32

KR /1 % M [Total: 2]

Go to Log & Report > Traffic Log > Forward Traffic

20 vian20 wanl .16.20. .246.2.9 (api.sulekhalive.com HTTP 796 B/ 4.48 KB

21 vian20 wanl 172.16.20.2 5 96.16.47.139 (connect.facebook.net) 18 HTTP 7608/5328

22 vian20 want 172.16.20.2 5 173.194.43.77 (pagead2.googlesyndication.com) 18 HTTP 668B8/350 B

23 vian20 want 172.16.20.2 5 173.194.43.66 (youtube.com) 18 HTTP 2.70 KB/ 1.02 KB

24 vian20 wanl 172.16.20.2 5 173.194.43.89 (pagead2.googlesyndication.com) 18 HTTP 5.15 KB / 64.91 KB

25 vian20 want 172.16.20.2 [l 132.246.2.8 (crl.microsoft.com) 18 HTTP 987 B/ 10.57 KB

26 vian20 want 172.16.20.2 5 173.194.43.90 (www.googletagservices.com) 18 HTTP 1.27KB /591 B r
27 vian20 want 172.16.20.2 [l 132.246.2.7 (crl.microsoft.com) 18 HTTP 7718/5858 1
28 vian20 wanl 172.16.20.2 5 173.194.43.89 (pagead2.googlesyndication.com) 18 HTTP 1.59 KB / 4.57 KB

29 port1 want 192.168.1.117 [0 208.91.112.53 3 DNS /] 638/1978

30 vian10 want 172.16.10.3 [*1 216.16.244.226 (inboxmarketer.com) 15 HTTPS 1.66 KB / 3.42 KB

31 vian10 wanl 172.16.10.3 0] 216.16.244.253 (www.info-rickis.com) 15 HTTP 2.61 KB/ 142.10 KB

32 vian10 wanl 172.16.10.3 [l 216.16.244.253 (www.info-rickis.com) 15 HTTP 1.90 KB / 90.40 KB

33 vian10 want 172.16.10.3 [l 216.16.244.253 (www.info-rickis.com) 15 HTTP 8978/ 2.52 KB

34 vian10 want 172.16.10.3 0] 216.16.244.253 (www.info-rickis.com) 15 HTTP 894 B/2.79 KB

35 vian10 wanl 172.16.10.3 [l 216.16.244.253 (www.info-rickis.com) 15 HTTP 1.95 KB / 99.48 KB I

Select an entry for details
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